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DIGITAL CITIZENSHIP AND YOUTH WORK: DESK RESEARCH
DR-1. Current state of digital citizenship in youth policies and strategies
-

Is digital citizenship incorporated in the policies and strategies of your country?

In Cyprus, governmental goals related to digital citizenship consist of the following:
a. Learning and academic influence (Access to the internet, digital communication and digital literacy)
b. School environment and interactions (Digital security)
c. Life of the students outside of the school environment (Digital commerce)
A tender for “Drafting the national digital strategy of Cyprus” was procured in March 2019 with the objective
of drafting a renewed national digital strategy around public interventions that would achieve the digital
transformation of the public sector, the promotion of the digital transformation of the private sector, and the
promotion of innovation, while paying due consideration to Cyprus’ digital maturity. In the meantime, several
actions are to be implemented i.e. training programmes for all citizens for the acquisition of digital skills and
the promotion of the use of public electronic services and awareness campaigns in relation to the
development of digital culture by citizens and enterprises. However, at the current stage there is not an
established national body to implement media literacy policies and as a result there are no strategic plans for
media literacy.
The Digital Strategy for Cyprus (the national information society strategy) was first approved by the Council of
Ministers on the 8th February 2012. The Digital Strategy is a comprehensive plan for the period 2012-2020
with a holistic approach for the development of the Information Society in Cyprus. Based on the Digital Agenda
for Europe, the stated overall vision of the Digital Strategy is: "Information and Communication Technologies
(ICT) to support the development and the competitiveness of the economy, and citizen participation in the
social, cultural and political domains.” The Digital Strategy for Cyprus is based upon the following six strategic
objectives:
1. Connect Cyprus; Cyprus aims to achieve universal broadband access and ultra-high-speed access until
2020 based on the targets of the Digital Agenda for Europe, namely: (i) By 2013, all households and
businesses have access to the Internet with at least 2Mbps. (ii) By 2013, 70% of the enterprises have
access to the Internet with at least 20Mbps. (iii) By 2020 all households and businesses have access to
the Internet with at least 30 Mbps. (iv) By 2020 50% or more of the households and businesses have
access to the Internet with at least 100 Mbps.
2. Modernize public administration and provide public electronic services; By using ICT for its internal
functioning, the Government aims to become paperless and therefore decrease bureaucracy and cost
and increase civil servant productivity.
3. Inclusion of all (including vulnerable groups) into Digital Cyprus; This objective includes the digital
literacy of all businesses and unemployed people and the enrolment of all citizens in lifelong learning
programs.
4. Education and Learning; Promote the Digital Education by using ICT as a dynamic tool aiming at the
upgrade, the enrichment and the reform of the educational process.

5. Digital Entrepreneurship; Cyprus’ Digital strategy aims to help businesses use ICT extensively to
support their functioning in order to increase their productivity and become more competitive in
domestic and international markets.
6. ICT for the environment; To use technologies and equipment or implement policies and practices that
is environmentally friendly both in production cycles and operations.
Furthermore, progress made towards expanding Cyprus’ digital public services (e-Government) is also noted.
The enhancement of use of digital technologies, the improvement of the citizens’ access to information and
culture, the improvement of job opportunities and the promotion of modern and open e-Government are
among the 16 initiatives promoted under the Digital Strategy of Cyprus covering the period up to 2020. The
coordination and enrichment of the said strategy are undertaken by the Digital Strategy Group under the
Minister of Transport, Communications and Work with participation from the public and private sector.
Notwithstanding, the official body for defining best practices but also regulating the media environment in
Cyprus is the Cyprus Radio Television Authority (CRTA). CRTA is an independent body that was established by
Radio and Television Stations Law of 1998. While the Radio Television Authority is the designated body to
oversee media literacy and media education planning by the law; it has no clear jurisdiction over the internet.
Further efforts are currently being done at the government level to increase regulations under the “1989 Press
Law”, by initially describing a better definition of digital media, freedom of speech in digital media, how the
journalists’ code of conduct applies to them as well as whether there could be instances where they could be
fined by special committees.
The government also proposed a bill in 2019 to create a Deputy Ministry for Digital Strategy, Research and
Innovation that would oversee the national digital strategy and would focus on increasing competitiveness
meeting the needs of the global and European economies.
-

What elements of digital citizenship can you find in the youth policies and strategies in your country?

Programmes and activities organized by the Ministry of Commerce, the Research Promotion Foundation and
University of Cyprus related to increasing youth access on digital technology have been recently developed.
Initiatives organized at top level using public funds have been created in order to promote entrepreneurship
culture in digital community. Digital citizenship is endorsed in these programmes, emphasizing the need for
active citizenship through digital technology.
For the purpose of the integration of young people in the labor market the government developed youth
employment measures giving a priority in the information technology and technology area. Youth policies
moreover strengthen the importance of operating youth representation bodies such as the Youth Children’s
Parliament, Youth Parliament Programme, House of Young Representatives as well as Youth Councils such as
Cyprus Youth Council, Municipal Youth Councils and Higher education student unions. Associations such as
the Youth Board of Cyprus initiated activities promoting young people’s rights campaigning towards the
protection of human rights online and developing online youth participation and citizenship including internet
governance processes.

DR-2. Tools and resources for digital citizenship
-

What tools and resources related to digital citizenship or any of its elements are available in your country:
o

For youth workers?

Digital citizenship tools and resources for youth workers in Cyprus take the form of training courses, funding
schemes and events’ youth participation that all aim to boost democratic citizenship in the digital arena. In
the recent years, the government developed funding schemes which support digital entrepreneurship for
young people. The Industrial Development Service of the Ministry furthermore runs programmes that aims to
develop, support and promote entrepreneurship amongst young people for the development of new and
sustainable SMEs using innovative and technology models. This is done through financial support as well as
educational training courses. Special emphasis is placed on the use of new technologies and innovative
production methods, the promotion of products and services, the enhancement of entrepreneurship in the
field of environment, and the promotion of modern entrepreneurial operations for the development of
dynamic, evolving and competitive businesses. Nevertheless, there are not any existing top-level policies and
public initiatives providing support to the work of educators and youth workers in the field of
entrepreneurship.
The Youth Board of Cyprus (YBC) additionally is the main organization for youth issues. It is an active
contributor to Cyprus youth empowerment. The organization is an active monitor of the drafting and
implementation of national policies on youth. One of the YBC’s priorities is the enhancement of young
people’s opportunities to participate in and contribute to social life, through participatory consultation
processes.
o

For young people?

The educational system and especially the primary education in Cyprus present rapid changes in terms of the
digital capabilities it offers. According to the Cyprus Information Society Statistics (2012), students’ digital
opportunities have been increased during the period of 2001 to 2012 as teachers combine learning activity
with technology. Schools have introduced the use of computers and the internet for school projects and
research to the students. There was a challenge for Cyprus Education System to use computers and digital
competencies in a way to promote learning activity and help students at the primary level to gain the
knowledge that will be necessary for the secondary level.
Ministry of Education and Culture (MoEC) introduced the digital environment and the use of digital devices at
the primary level in the Cyprus Curricula 2010. However, there is no ICT curriculum in primary education but
many ICT practices and strategies have introduced in order to use media for learning process. In regard to the
infrastructure, the school provides to each classroom one computer and one projector for the teaching
process and the teachers are able to use them for a presentation, to introduce other tasks and to make
teaching more interactive among the students. On the other hand, only a limited number of schools equipped
the classrooms with Interactive White Boards. It is worth mentioning that primary school students have the
opportunity to use specific educational software provided by the Ministry of Education and Culture which is
very useful for the teaching. ICT experts visit schools to inform teachers how to use technology in their

teaching. Primary schools have introduced media and digital literacy into the language curriculum in which
they learn to process the messages received from the different receivers.
According to Eurydice’s Key Data on Learning and Innovation through ICT at schools in Europe, in Cyprus there
are national strategies covering training measures in the areas of ICT in schools, and training and research
projects in the area of digital/media literacy. There are central steering documents for ICT learning objectives
at primary and secondary education level for using a computer, using office applications, and searching for
information. According to official steering documents, both students and teachers at primary level are
expected to use ICT in all subjects, both in class and for complementary activities, except for in natural
sciences, social sciences and the arts at primary education level, where students are only expected to use ICT
in class. There are no central recommendations on the use of ICT in student assessment. Furthermore, a
workshop was applied by the CRTA (Cyprus Radio Television Authority) and the Pedagogical Institute of
Cyprus, in which the media literacy was introduced as an extra-curricular project in the schools. The main goal
of the workshop was to help students to develop critical thinking and to evaluate all the information they
receive from the Internet and the media in general. The students were divided but three categories: level 13 of primary school, level 4-6 primary school, and level 1-3 high school. Students at the first level were focused
on food advertisement, the second group was focused on three key points such as the general advertisement,
how to build the public opinion and the creation of stereotypes. The final group was introduced into the critical
evaluation of the messages they receive from different forms of mass media.
Media education in Cyprus has been established and nowadays the students have it as a compulsory lesson in
the curriculum of Modern Greek in secondary education. In particular, at the first grade of the secondary
education, students have a topic “The world through the screen-image”. During this topic, students will have
the ability to create an electronic album whıch they will work in groups to demystify the fake news of many
media today. At the second grade, students are learnıng about the topıc “I am observing, I will be informed
and entertained from different sources (mass media, internet etc). During this topic, students will discuss the
information and the entertainment they receive from mass media and the internet. In addition, students have
to choose an important event and to present it through the collection of different material from a variety of
sources as well as evaluating the reliability and the validity of this material. The material can be from
newspapers, the internet, television and radio broadcasts. Finally, another topic at the third grade named
“Ahead of the future” aims for the students to understand what they have learned about the media literacy.
They need to present all the advantages and disadvantages about the topic and as a consequence they will
improve their critical thinking skill.
Papaioannou T.(2011) a lecture in University of Cyprus, presented some important information about the level
of knowledge within the students and teachers regarding media and digital literacy. A study was conducted
and the aim was to evaluate the digital media literacy through the use of Facebook among Cypriot high school
students. The majority of the students were able to use efficient various features on Facebook and a few
students had the desire to be more productive and more creative by creating their own blog. Some students
had the ability to find and filter information with the appropriate keywords but they care less about the online
safety on the Internet. It was pointed out that the students didn’t know what was the government policy
regarding media education but they suggested that a lesson would be very important. The results from the
perspective of teachers showed that students have a less critical understanding and that the technology has
negative effect on them, also, they suggested that media education is necessary.

DR-3. Learning opportunities towards digital citizenship
-

What learning and training opportunities related to digital citizenship or any of its elements are available in
your country:
o

For youth workers?

A training programme titled ‘TechCamp Cyprus: Digital Citizenship in the Disinformation Age’ which targeted
young individuals with an established community leadership aged 18-35 was developed in 2018. The
programme run by the U.S. Department of State, the U.S. Embassy in Cyprus, and the American Center at the
University of Nicosia. TechCamp Cyprus aimed to help Cypriot and European youth to become better
democratic citizens responding to the challenges of the increasing influence of digital media and taking
advantage of the opportunities that it offers. Through fast-paced, interactive workshops, participants have
engaged with international industry leaders with the aim to improve their digital literacy, cybersecurity
awareness, and technology skills and to learn methods of recognizing and countering disinformation. A
campaign related to digital citizenship and youth is called ‘No hate speech movement’ by Council of Europe
and Youth Board of Cyprus. The youth campaign focuses on promoting human rights online, reducing the
levels of acceptance of hate speech and developing online youth participation and citizenship, including in
Internet governance processes.
Furthermore, the Human Resource Development Authority (HRDA) of Cyprus is the public agency which
emphasizes planned and systematic training and development of the human potential of Cyprus at all levels
and in all areas to meet the needs of the economy within the framework of the social and economic policy of
the state. Among the training courses which HRDA offers aim at the exploitation of digital technologies,
building trust in the use of digital technologies, development of digital (on-line) culture and the reduction of
digital literacy in order to bring significant benefits to economy. Training courses where participation includes
youth workers include digital competences, metacognitive skills and entrepreneurial spirit. Special emphasis
is also given to the development of digital culture and the promotion of digital business transformation.
However, there aren’t possibilities offered to youth workers to validate and to develop professional
qualifications at universities, higher education institutions and training institutions in Cyprus. A national
Youth-work foundation, Institute of Youth work funded by the country's public authorities does not exist.
o

For young people?

The "Youth Parliament" programme is an educational programme organized for the first time by the Greek
Parliament in the 1995- 1996 school year and since then, it has been running on an annual basis in the Hellenic
Parliament in Athens. It has been achieved due to the collaboration between the Greek Parliament and the
Ministries of Education in Cyprus and Greece. The program is addressed to 1st and 2nd year students of grades
A and B of Lyceum (Upper Secondary Education) of the schools of Greece, Cyprus, and Greek diaspora. The
European Youth Portal also mentions that in order to take part in this program, students must answer two
questions (50-150 words each) and their answers will be sent electronically to the evaluation committee in
Greece. If their answers are assessed as excellent, then they have the right to take part in the draw, where

300 youth parliament members will be finally elected randomly for participating to the “Youth Parliament”
(260 students from Greece, 20 from Cyprus and 20 from emigrant Hellenic). Only students who have not
reached the 21st year can take part. The program aims to pursue the involvement of youth in “citizenship”.
By actively participating in discussions that concern important issues of their country, youth become more
active, responsible and politicized citizens. On the official Youth parliament programme, it is stated that
different topics are being discussed each year. For example, during the latest “Youth Parliament”, students
discussed about active citizenship n relation to democratic school, human rights, culture, social solidarity,
digital age and the environment.
DR- 4. Challenge in the learning process towards Digital citizenship
-

What kind of challenges are faced by youth workers that are affecting their engagement with young people
while teaching Digital citizenship?

As noted in the 2019 Country Report for Cyprus, significant challenges still exist as regards formulating a digital
enabling environment and improving performance on digital transformation.
According to the European Treasurer on the Board of European Confederation of Youth Clubs in Cyprus, ‘the
most important challenge faced in the youth work in Cyprus is the profound lack of interest and involvement
of the young generations. This is either due to other priorities associated with today’s materialistic world, lack
of social responsibility or lack of information. The current economic crisis which has put the Cypriot youth in
an unfortunate position, with high unemployment rates and fewer educational or employment opportunities,
poses a substantial challenge to the youth sector on the island’.
-

What kind of challenges faced by young people while learning the issue of digital citizenship?

Challenges presented in the learning context of young people refer to the fractured content due to the lack of
knowledge by educators to catch up with the recent technology trends and the need to develop new recourses
constantly.
Additionally, digital and social media is linked to higher levels of loneliness, anxiety, depression, and decreased
social skills among young people. Overuse of technology more generally might be linked to poorer outcomes
in adolescents including physical, behavioural, attentional and psychological issues. OECD (2019) explains that
the use of technology has been associated in the literature with changes that are both transient, i.e. changes
in mood or arousal, as well as longer term effects in the brain or behaviour. Young people have grown up in
an age of digital technology, social media and the internet, and this means that they want their social and
educational experiences to be online.

DIGITAL CITIZENSHIP AND YOUNG PEOPLE: QUANTITATIVE DATA
50 young people from Cyprus participated in the survey.

I.

Personal data

YP-1.1. Age

Your age:
45,00%
40,00%
35,00%
30,00%
25,00%
Responses

20,00%
15,00%
10,00%
5,00%
0,00%
14-19

20-24

25-29

30-34

35+

Most of the respondents were between 14-19 years old.
YP-1.2. Gender

Gender:
70,00%
60,00%
50,00%
40,00%
Responses

30,00%
20,00%
10,00%
0,00%
Female

Most of the respondents were young women.

Man

Other

YP-1.3. Where do you live?

Where do you live?
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Responses

The 60% of the young people participated in the survey are currently living in city with more than 100.000 habitants.

YP-1.4. The highest educational level attained

Please, mark the highest educational
level you have attained so far:
Other (please specify)
None
University
Post-secondary/College
Vocational secondary school…
Upper secondary school (High School)
Lower secondary school
Primary school
0,00% 10,00%20,00%30,00%40,00%50,00%60,00%

More than 50% of the respondents have successful completed or are currently study at University, 22% Upper
secondary school, 16% lower secondary, 6% Vocational secondary school (apprenticeship) and 4% College.

YP-1.5. Occupation

Currently, you:
Other (please specify)

Neither work nor study

Work

Study at college/university/VET institution

Study at school
0,00% 5,00%10,00%15,00%20,00%25,00%30,00%35,00%40,00%45,00%

Most of the respondents are either working (40%) or studying (34%).

YP-1.6. Indications of fewer opportunities

Please, evaluate how much the statements below are
relevant to you (1 – not relevant; 5 – very relevant):
You can fully participate in social, cultural and civicpolitical life (e.g., can vote in elections, have access to
social and cultural services, etc.)
You have access to work and employment that is in
line with your expectations and needs

You have full access to education that you desire
Compared to the way other people live in your country,
you get your fair share (you feel that you get from the
society what you have deserved and what you expect,
e.g., education that you get meets your…

I don’t know
how to
answer this
question
5 (very
relevant)
4

3

2

Your family of origin (including grandparents) speak at
home also languages other than the official language
of the country where you live
The language mainly spoken in your family of origin is
the official language of the country where you live
0,00%10,00%
20,00%
30,00%
40,00%
50,00%
60,00%
70,00%
80,00%
90,00%

II.

•

The language mainly spoken in the families of the respondents is the official language of the country.
This was stated by 82% of the respondents.

•

40% stated that their family of origin (including grandparents) speak at home also languages other
than the official language of the country where they live

•

60% of respondents stated that they have access in Education.

•

It’s quite interesting that only 46% of respondents feels that they fully participate in social, cultural
and civic-political life (e.g., can vote in elections, have access to social and cultural services, etc.)

•

It’s quite interesting that only 32% of the respondents stated that they get fair share (they feel that
they get from the society what they have deserved and what they expect, e.g., education that they get
meets their expectations; they are treated by other people in the society as equal, etc.). This indicated
a small disappointment on behalf of young people in terms of opportunities that the educational
systems offer and social inequality issues.

•

36% of young people stated that they have access to work and employment which is in line with
expectations and needs. It seems that young people feel that professional opportunities in the labour
market are not relevant with their needs and expectations.

Perceptions of Digital Citizenship

YP-2.1. Have you ever heard the term “digital citizenship”?

Have you ever heard the term “digital
citizenship”?
70,00%
60,00%
50,00%
40,00%
Responses

30,00%
20,00%
10,00%
0,00%
Yes.

No.

I am not sure.

More than 60% of the respondents have never heard the term of digital citizenship.

YP-2.2. What does digital citizenship mean to you?

According to the data, in general, although the vast majority of young people have never heard the term
“digital citizenship”, they seem to be quite familiar with some of the 9 elements of digital citizenship. Young
people mentioned that digital citizenship is a term that defines digital citizens’ behavior, rights and
responsibilities, the know-how to use online social media, digital skills which represents some of the 9
elements of digital citizenship (digital literacy, digital communication, digital etiquette).
Below are some characteristics of digital citizenship mentioned by the respondents:
• Online behavior

.

•

Internet

•

Rights

•

Computer

•

Respect

•

Basic computer skills

•

Online social media

•

Technology

•

Responsible behavior

•

Digital skills
.

.

YP-2.3. To your opinion, which are the most important elements of digital citizenship to young people?

Digital Security
Digital health and Wellness
Digital Rights and Responsibilities
Digital Law
Digital Etiquette
Digital Literacy
Digital Communication
Digital Commerce
Digital Access
0,00%

10,00%

20,00%

30,00%

40,00%

50,00%

60,00%

70,00%

According with the vast majority of the young people, the most important elements of digital citizenship
according to respondents:

1. Equal access to digital technologies and online resources to all young people despite their
socioeconomic status, disability, geographical obstacles and other factors (Digital Access) – 62%.
2. Careful, responsible and safe use of digital communication tools (email, messaging, blogs, social
networks) (Digital Communication)-40%.
3. Ensuring the security of hardware and personal data while online (Digital Security)-54%.
YP-2.4. Do you think there is a difference between being a street citizen and online citizen?
70,00%
60,00%
50,00%
40,00%
30,00%
20,00%
10,00%
0,00%
Yes.

No.

I don´t know

More than 50% of the respondents stated that there is difference between being a street citizen and online
citizen. It seems that young people are aware of the difference between digital citizen and street citizen.

III.

Digital Habits and Behaviors

YP-3.1. Digital Access
Here is a list of countries. Some of them have more developed technologies and connections, some don’t or maybe are on the same
connectivity level. Rank the countries according their average speed of fixed broadband (1 – highest speed; 10 – lowest speed).
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The respondents were asked to rank the countries according their average speed of fixed broadband (1 –
highest speed; 10 – lowest speed). Below the results:
1. Taiwan
2. Thailand
3. Cyprus
4. Romania
5. Greece
6. Lithuania
7. Spain
8. Ireland
9. Australia
10. Germany
It seems that Young people believe that Taiwan has more developed technologies and the highest speed of
Internet connection.
YP-3.2. Digital Commerce
An online provider is selling the above product on eBay/Amazon/AliExpress or etc. The product was rated with 1 star out of 5 and
has only positive comments from buyers. No guarantees about giving the item back in case it doesn’t fit you are explained. Would
you buy this item from this seller?

100,00%
90,00%
80,00%
70,00%
60,00%
50,00%

Responses

40,00%
30,00%
20,00%
10,00%
0,00%
Yes

No

Most of the respondents replied negatively and commented why they wouldn’t buy the product:
• It doesn't look like a valid source as it has 1/5 stars and no guarantee
•

One-star rating

•

We must buy products online only when they have positive reviews from other buyers.

•

Bad rating and no return and no info given

•

Not good looking product

•

it’s not a safe purchase

•

Lack of positive reviews may indicate that the is fake or perhaps the seller is a con artist

•

I would try to find the shoe from a more reputable seller that has many sales and reviews

•

Will not buy a product that has no return guarantee

According to the data collected, it seems that a very small number of young people will buy a product which
is rated with 1 star out of 5 and doesn’t’ have a Guarantee Insurance in case there is a problem and the buyer
needs to return it. It seems that young people know-how to buy or sell items online responsibly (aware of

scams and possible identity theft). Young people can understand when is safe to buy a product from a seller
online.
YP-3.3. Digital Communication
A company is informing a candidate about a successful application. Read the chat. What is wrong with this conversation?

It seems that most young people are aware of informal and formal communication using digital technology.
More specifically, it seems that all respondents recognized the need on behalf of the company to be more
formal in case they need to communicate with a potential employee. Furthermore, young people highlighted
the fact that its unofficial to hire someone through WhatsApp.
Young people comments:
• The company did not start the conversation properly as they didn’t make their intentions clear
•

Rude behavior

•

Very informal greeting, so nobody would take this company seriously

•

The company should have sent a more comprehensive first message to identify themselves as a
company.

•

WhatsApp isn't a very formal way of contacting someone regarding their employment status

•

Doesn't introduce himself or take the chat seriously

•

They should have said at the beginning why they contacted him or her and who they are

•

Informal way to communicate with a potential employee. Chat is very unprofessional to contact
someone for a job interview. The sender doesn't introduce himself. Speaks rudely referring to the
applicant as "Ma".

•

It is an unofficial way to contact the applicant through WhatsApp. The person who contacts the
applicant asks him to send a code via personal email which this is unsafe.

•

I would take it as SPAM

•

I would prefer an email from the company instead of message using WHATSAPP through

YP-3.4. Digital Literacy
Digital Literacy is not only about awareness of how computers and online platforms work. It is also about our ability to find and
critically assess information (e.g., real vs. fake, etc.). Please, mark the photo which, to your opinion, is real:

1.

2.
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1
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The 96% of the participants, stated that the first photo is real and the second photo, is fake.
Below are some of the most important comments of young people:
• Because of the high speeds that the airplane must reach to fly, the pilot's phone would have flown out
of his hand
• Second picture is not realistic since it's not possible for him to come out of the airplane window
• the first picture shows the real aspects of the world we live in. There is a contrast between the rich and
the poor
• The speed and pressure of the airplane at that altitude is extremely high so the co-pilot cannot
withstand it without injuring himself or dying

It seems that young people are digital literate as they have the ability to find and critically assess information
i.e understand when a photo is real or fake.
YP-3.5. Digital Etiquette
Here is a letter sent by a student who is applying for any job position. What do you think, what’s wrong with this letter? Would you
send such a letter to your teacher/professor/future employer?

100,00%
90,00%
80,00%
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The 92% of young people answered “No”.
Below their comments, explaining why:
•

The name of the applicant "hot stuff" didn't seem appropriate for someone looking for a job.

•

There are a lot of spelling mistakes and it looks like a child wrote it.

•

Informal, grammatical and syntax errors

•

Unprofessional font

•

This email is informal and grammatically incorrect

•

Huge spelling and punctuation errors, the font and colors are unprofessional and no respect is show
forwards the interviewer

•

Wrong spelling crazy email, name informal approach, different fonts, colored letters, emoji’s very
unprofessional

•

Unprofessional email: color, text font, no need of smile face...

It seems that Young people are in general aware of the Digital Etiquette characteristics, meaning the use of
good manners in online communication such as forums, e-mail, blogs and social networking sites like
Facebook, Instagram, Twitter.
YP-3.6. Digital Law
Watch this video from YouTube. Do you think there is something wrong about this demonstration of using a picture? What?

All the respondents stated that is illegal to capture images without owning copyright rights.
More specific, young people stated that:
•

He does have the obligation to reference the original creator and the creative commons license

•

Copyright infringement

•

GDPR

•

Yes, he does not own the rights to the photo thus it's copyright infringement

•

He used the snipping tool inefficiently

It seems that the majority of young people understand some characteristics of the Digital law element, which
can be defined as the legal rights and restrictions governing technology use. Young people understand that
they are breaking the law, when they capture images without owning copyright rights.
YP-3.7. Digital Rights and Responsibilities
Look at these screenshots collected from Social Media. Can these posts be considered as proper content? Please explain your opinion.
What do you think, how can you respect others’ rights when using technology?

The majority of the participants stated that this kind of behavior is inappropriate. However, some of them
stated that everyone is free to express themselves when the response is not immediate.
Some comments below:
• These racist and very hurtful comments will definitely lower someone's self-esteem, possibly leading them
to suicide
• Proper or improper, the risk of internet communities is always a factor while you are on them. The big try is
not inherent online but people are more free to express themselves
• Digital bullying
• Not be a racist, be respectful to everyone despite religion or race and don't assault
• To not use inappropriate language and be racist to different people
• No we cannot. They are extremely disrespectful towards the rest of the internet.
• Extremely racist and inappropriate comments but everyone has his/her opinion
• These posts contain racist behavior through their comments and disrespectful and hurtful to others, putting
their psychological health in danger, this is an example of cyber-bullying.
• The Digital Citizen has to know their rights to freedom of expression in the digital environment, respect the
rights and dignity of others, and be informed of the legal restrictions on freedom of expression.
It seems that the majority of young people are aware of digital rights and responsibilities definition, meaning
having the right and freedom to use all types of digital technology while using the technology in an acceptable
and appropriate manner. Young people understand that the comments below are extremely racist and
inappropriate, that all digital citizens have the right to privacy and the freedom of expression but not in a
disrespectful way against other people.

YP-3.8. Digital Health
What are the physical and psychological issues that need to be addressed when using digital technology? Mark the correct
answers.

Nausea
Headache
Bruising
Eyestrain
Mentality and Personality
changes
Broken Bones and a Fever
Isolation/Being online 24/7
in social media
Stress disorder and mood
changes
0,00%

50,00%

100,00%

More than 70% of the respondents stated that using digital technology in a not balanced way, it can cause
spinal cord problems, isolation, headaches and eyestrain.
It seems that Young People are aware of the need to keep balance between online life and real life. Digital
citizens must know how to maintain both online and offline connections to satisfy all their psycho-social needs.
They understand that using digital technology in a not balanced way, can cause spinal cord problems, isolation,
headaches and eyestrain. Digital health and wellness is the ability to use digital technology like computers,
tablets, mobile phones and not use it too much to the point of causing problems in your mind or your body.
YP-3.9. Digital Security
You have recently added this person to your friends. This profile sent you a message on Facebook. Would you open the link in the
message?
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90,00%
80,00%
70,00%
60,00%
50,00%
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30,00%
20,00%
10,00%
0,00%
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All the participants reported that they wouldn’t open the link. It seems that young people are aware of the
Digital Security element which refers to various ways of protecting computer's internet account and files from
intrusion by an outside user.

IV.

Further Learning

YP-4.1. Have you ever participated in a training course, workshop or event related to Digital Citizenship?
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The majority has never participated in training seminars for Digital Citizenship.

YP-4.2. Interest in participation in training activities in the frame of DICIPASS4YOUTH project
80,00%
70,00%
60,00%
50,00%
40,00%
30,00%
20,00%
10,00%
0,00%
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Other

72% will be interested in participate in training activities in the frame of DICIPASS4YOUTH project.

YP-4.3. Preferences for different types of training

If yes, what kind of training would you
prefer….?
60,00%
50,00%
40,00%
30,00%
20,00%
10,00%
0,00%
Face-to-face training

Online training

Acombination of
above

Other(
please,specify)

50% reported that they would prefer to participate in a training course that is based on Blended learning
methodology, online and offline.

DIGITAL CITIZENSHIP AND YOUTH WORKERS: QUANTITATIVE DATA
I.

Personal and professional data

26 youth workers from Cyprus participated in the Quantitative Research. Most of the respondents are
currently working in the Youth Board of Cyprus, Ministry of Education and Culture and Ministry of Labour,
Welfare and Social Insurance.
YW-1.1. Gender

Gender
100,00%
90,00%
80,00%
70,00%
60,00%
50,00%
40,00%
30,00%
20,00%
10,00%
0,00%
Women

Most of the respondents were women.

Men

Other

YW-1.2. How long do you work as a youth worker?

How long do you work as a youth
worker?
60,00%
50,00%
40,00%
30,00%
20,00%
10,00%
0,00%
Less than 1 year

1-5 years

More than 5 years

Other
(please,specify)

The 50% of the participants is working with and for young people for more than 5 years.
YW-1.3. Target Audience (based on age)
30,00%
25,00%
20,00%
15,00%
10,00%
5,00%
0,00%
<14

14-19

20-24

25-29

>29

Most Youth Workers are working with young people aged 20-24, 14-19 and 25-29 years.
YW-1.4. Target Audience (based on fewer opportunities definition)

On a daily basis, do you involve young
people with fewer opportunities?
70,00%
60,00%
50,00%
40,00%
Responses

30,00%
20,00%
10,00%
0,00%
Yes

No

On a daily basis, around 40% of youth workers are working with young people with fewer opportunities.

YW-1.5. What groups of young people do you work with?

LGBTI
Young people facing financial difficulties
Young people with learning difficulties
Young refugees
Young people with a migrnat and ethnic
minority background
Young people with disabilities
Young people from remote areas
0,00% 10,00% 20,00% 30,00% 40,00% 50,00%

Youth workers are mostly working with young refugees/migrants and young people from marginalized areas.

II.

Perceptions of Digital Citizenship

YW-2.1. Have you ever heard the term “digital citizenship”?

60,00%
50,00%
40,00%
30,00%
20,00%
10,00%
0,00%
Yes

No

I'm not sure

50% of the Youth workers participated in the survey are aware of the term of Digital Citizenship. It seems that
not all Youth Workers were aware of the term as 50% responded positively.
YW-2.2. How do you understand the term “digital citizenship”? Please, provide 3 keywords to illustrate
your perception:
Youth workers mentioned 3 key words illustrating their perception of digital citizenship. Below are some
common key words they mentioned:
• Online behavior
• Responsibility
• Safety
• Social media
• Communication
• GDPR
• Digital skills
• Social media footprint
• Respect
• Way of behavior
• Online services
• Cyber bullying
• Equality
• Buy/sell online
• Inclusion

• Online voting
It seems that Youth workers are aware of the most basic norms of appropriate and responsible behavior with
regard to technology use such as respect others online, equal access opportunities to internet, the ability to
buy and sell, online voting, the digital footprint or digital etiquette, the cyberbullying that takes places mostly
in social media, the digital law (GDPR) etc.
YW-2.3. Digital citizenship can be defined as the norms of appropriate and responsible behaviour with
regard to technology use. To your opinion, which are the most important elements od digital citizenship to
young people? Please, choose up to 3 from the list below:

Ensuring the security of hardware and personal data
while online (Digital Security).
Physical and psychological well-being in a digital
technology world (Digital health and Wellness).
Respect for the rights and responsibilities in the digital
world (Digital Rights and Responsibilities).
Understanding and following legal requirements in a
digital environment (e.g., avoiding pirating sites,…
Understanding and following ethical standards of
conduct or procedure in a digital environment…
Effective use of digital technologies based on critical
awareness and understanding (Digital Literacy).
Careful, responsible and safe use of digital
communication tools (email, messaging, blogs,…
Careful, responsible and safe use of online shopping
possibilities (Digital Commerce).
Equal access to digital technologies and online
resources to all young people despite their…
0,00% 10,00% 20,00% 30,00% 40,00% 50,00% 60,00% 70,00%

Youth workers stated that the 3 most important elements of digital citizenship to young people:
• Equal access to digital technologies and online resources to all young people despite their socioeconomic
status, disability, geographical obstacles and other factors (Digital Access) - 46.15%
• Respect for the rights and responsibilities in the digital world (Digital Rights and Responsibilities) 57.69%
• Ensuring the security of hardware and personal data while online (Digital Security) - 50.00%
From the above selected elements, it seems that youth workers believe that young people must be aware of
the security of hardware and personal data while online (Digital Security) , of the rights and responsibilities in
the digital world such Right to express your ideas and opinions freely but also the responsibility to use
appropriate language and behavior when interacting with others (i.e. no racism, cyberbullying). Last,
respondents selected the Digital Access, meaning having equal access to digital technologies and online

resources to all young people despite their socioeconomic status, disability, geographical obstacles and other
factors.
YW-2.4. Do you think there is a difference between being a street citizen and online citizen?
45,00%
40,00%
35,00%
30,00%
25,00%
20,00%
15,00%
10,00%
5,00%
0,00%
Yes

No

I don’t know

According to the data, 38.46% of youth workers seem to be believe that street citizens do not differ from
online citizens, 38.46% believe the opposite and 23.08% chose the “I don’t know”.
Perhaps the most interesting metric is the fact that the percentage between those who responded positively
and those who responded negatively is equal. Some youth workers also commented that:
•

More freedom of expression of radical ideologies

•

Street citizen has the same responsibilities with digital citizen

•

Digitally anyone can say what they want without thinking that someone is listening

•

Citizens' rights are unified and uninterrupted

It seems that youth workers aren’t full aware of the difference between a street citizen from a digital citizen.

III.

Digital Citizenship and Youth Work

YW-3.1. To what extent do you integrate the following elements of digital citizenship to your daily work with young people?
1
1. Equal access to digital technologies and online resources to all young
people despite their socioeconomic status, disability, geographical
obstacles and other factors
2. Careful, responsible and safe use of online shopping possibilities
3. Careful, responsible and safe use of digital communication tools
(email, messaging, blogs, social networks)
4. Effective use of digital technologies based on critical awareness and
understanding
5. Understanding and following ethical standards of conduct or
procedure in a digital environment
6. Understanding and following legal requirements in a digital
environment (e.g., avoiding pirating sites, plagiarism, etc.)
7. Respect for the rights and responsibilities in the digital world
8. Physical and psychological well-being in a digital technology world
9. Ensuring the security of hardware and personal data while online

2

3

4

5

I don´t know
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According to the data collected more than 45% of Youth Workers integrates the following elements of digital citizenship to their daily work with young
people in a VERY HIGH EXTENT:
•

53.85% integrates the DIGITAL SECURITY element (9),

•

46.15% integrate the element of DIGITAL LITERACY (4)

•

46.15% integrates the element of DIGITAL RIGHTS AND RESPONSIBILITIES (7)
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The European Commission's support for the production of this publication does not constitute an endorsement of the contents, which reflect the views only of the authors, and the Commission cannot be
held responsible for any use which may be made of the information contained therein.

This is a positive measurement as more than 45% youth workers, integrate the 3 elements of digital citizenship
to their daily work with young people to a very high extent.
YW-3.2. Please, briefly describe any good practices (training courses, seminars, workshops, etc.) of digital
citizenship that you apply in your daily work with young people if you have any (max. 2 sentences).
14 people answered this question, 12 other skipped it. Unfortunately, the results do not show any sufficient
data or good practices.
YW-3.3. To your opinion, how important is it to integrate the elements of digital citizenship in youth work?
60,00%
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40,00%
30,00%
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0,00%
Not important

Important

Very important

Extremely
important

According to the data of responders the elements of digital citizenship in youth work should be integrated.
More than 50% stated that is “very important” and 42.3%, “extremely important”. The exact number of
responses agreeing for higher priority of the integration of the 9 elements of digital citizenship is 25. Only
1 responder rate it as “important”. Thus, based on all youth workers answers, there is a full agreement
that integration is important and should be understood as a very important matter.
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YW-3.4. To your opinion, what is missing in order to integrate the concept of digital citizenship in youth
work?
70,00%
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Training
opportunities
for youth
workers

Sufficient
number of
learning
resources for
young people

Advising and
mentoring

Financial
support

Other (please
specify)

Based on the answers, the main reason of slow and inadequate integration of digital citizenship elements in
youth work is the lack of Advisory and mentoring for young people. More than 50% agreed on the lack of
Advisory and mentoring. As the second insufficiency of digital citizenship integration, youth workers identified
the lack of training opportunities (19.23%).
Another interesting outcome which could be an object of discussion is the result of Financial support. Only
15.38% of Youth Workers expressed a need of finances and 7.69% the lack of learning resources for young
people.

IV.

Further Learning

YW-4.1. Have you ever participated in a training course, workshop or event related to Digital Citizenship?
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22 out of 26 responders (or 84%) said that they have never participated in a workshop about digital
citizenship.
YW-4.2. In the context of DICIPASS4YOUTH project, we are planning to organize a course for youth
workers focused on digital citizenship. Would you be interested?
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More than 80% of the youth workers stated that they will like to participate in a training course for youth
workers focused on Digital citizenship.
YW-4.3. If yes, what kind of training would you prefer….?
60,00%
50,00%
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0,00%
Face-to-face
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Online training

A combination of
above

Other (please
specify)

More than 50% selected to participate in a training that combines F2F and online leaning (Blended). In terms
of the given data, the outcomes clearly show that youth workers prefer a combination of face to face training
and online course, but are flexible for alternatives of programs (e. g., online training (27%) or less desired but
optional face to face training (19%).

Digital Citizenship and Young People: Qualitative Data (Focus Group in Cyprus)
Executive Summary
This report summarizes the key findings of the focus group discussion conducted with 7 participants, 3 young
people and 4 youth workers (5 males and 2 females from Cyprus). Emphasys’s project researchers, Andrianna
Georgiou and Christiana Yiangou, as facilitators, led the discussion. Although the focus group was scheduled
to take place at the Emphasys Centre premises, it was conducted online through Skype due to social distancing
measures taken by the Republic of Cyprus to minimize the spread of Coviq-19.
The focus group started with a general introduction of the DICIPASS4YOUTH project, the aims of the research,
introduction to the ground rules of the group and explanation and completion of the consent forms. Then
each participant introduced themselves in turn.
Following the introductions, the facilitators explained the concept of Digital Citizenship and the 9 elements
The discussion led to a presentation of each participant’s opinion in regards to Digital Citizenship
understanding and all aspects of this concept.
QR-1. Perceptions of digital citizenship
- Have you ever heard the term “digital citizenship”? Could you elaborate a bit if yes? Where, when, in what
context?
Based on the answers, the term digital citizenship is not familiar. Youth workers and young people tried to
explain the term without knowing its meaning. Most of them stated that digital citizenship is the online
behavior, digital skills, the social media, online trading.
- What does digital citizenship mean to you?”? (Please, provide 3 keywords to illustrate your perception. Be
open-minded there is no specific definition)
The responders came up with many keywords which are relevant with most of the elements of digital
Citizenship: skills, internet access, social media, respect, online behavior, responsible citizens, security, virtual
meetings, online gaming, internet access.
- Where could you imagine hearing this term “digital citizenship”? In a school, organization, institute? What
public bodies or institutions should be responsible for implementing, promoting, monitoring digital citizenship
understanding?
The participants of the focus group highlighted the need for nonprofit organizations for young people,
Erasmus+ National Agencies, but also for Public Educational bodies such as schools and universities need to
implement digital citizenship training as many young people. which are part of a world filled with social media
and digital technologies, aren’t aware of the 9 elements. Youth workers stated that teaching digital citizenship
can tackle cyberbullying, identity theft, plagiarism and for that reason must be a priority for educators.

- The term digital citizenship consists of 9 key elements which define norms of appropriate and
responsible behavior with regards to technology use. To your opinion, which are the most important elements?
Please, explain your choice.
The 7 participants were invited to rate the 9 elements according to their opinion and choose 3 out of 9, that
are the most important for them.
The 3 elements voted by the participants were:
• Digital access (Equal access to digital technologies and online resources to all young people despite
their socioeconomic status, disability, geographical obstacles and other factors)
• Digital Health (Physical and psychological well-being in a digital technology world)
• Digital Security (Ensuring the security of hardware and personal data while online)
Ø DIGITAL SECURITY of personal data was discussed as one of the most crucial elements. Youth workers and
young people stated that are not well informed concerning how to stay safe online. Participants agreed that
although the Internet can be an excellent resource, still many young people are not aware of how to avoid
viruses, scams, or links online. Youth workers pointed out the need of implementation of courses regarding
internet safety which helps young people to secure their private data. Participants stated that digital citizens,
when using devices in school/university/internet cafe or at home, need to understand and being aware of
attacks (viruses etc.) and how to prevent them.
ü Concerning DIGITAL HEALTH, facilitators asked participants regarding the time they spend online.
Participants stated that they sometimes spend too much time online surfing on internet or scrolling in social
media which have become part of their lives. Thus, they agreed that, physical and psychological well-being
in a digital world is crucial. Although digital technology provides many opportunities for interaction and
enjoyment, young people need to know-how to use it in a balanced way without causing physical or mental
problems to their health.
ü Concerning DIGITAL ACCESS, the ability to enter the internet, participants highlighted the need for all people
to have access online. Participants stated that although we live in a digital era, not everyone has access to
technology. The government must ensure that all citizens can equally make use of online resources, because
there are people who cannot afford a computer/smartphone and access to the Internet. That is something
that public authorities need to provide suitable alternatives for every citizens’ needs.

QR-2. Citizenship and digital citizenship
- Do you think there is a difference between being a street citizen and online citizen? What and why?
Compared to the quantitative data of the Index, participants of the focus group stated that there is a difference
between digital and street citizen. According to their views, a digital citizen has the opportunity to engage in
political organizations, civil society organizations etc. by interacting with other citizens online, initiate online
protests, share of private views and opinions. On the other hand, for a street citizen, to organize a protest, to
share views and ideas and to be heard, is more difficult to do it F2F.

- Could you think of an example of how “digital citizenship” could be demonstrated digitally/online? In other
words, who could be called “a good digital citizen”? Based on what features?
The participants of this focus group, developed a discussion of what it means being a digital citizen. All
participants agreed that digital citizen is someone who has digital skills meaning know-how to use the
the internet in order to communicate with others, buy and sell things, find resources, take part in politics.
Concerning the term good digital citizen participants mentioned that a good citizen is someone that is able to
use the internet in a safe and responsible way. Facilitators asked participants to give some examples:
ü Good digital citizen is someone who:
•

Takes part in online protests

•

Express his/her opinions

•

Respect people’s right of access to internet

•

Respect other people online by not posting or commenting inappropriate content.

•

Know-how to protect the digital devices from viruses.

•

Use the internet in a balanced way.

Could you describe your behavior on the internet? What do you do? Browsing, commenting, reading, playing,
paying, listening, creating content, communicating or posting? Do you think that while you’re doing that, you
need to pay attention and follow some rules and take some precautions?
All participants of the focus group agreed that most of the time spending online they are browsing on online
news portal, blogs or reading, chatting, posting opinions, or watching videos in Social Media. Concerning rules
when using technology, all participants said that they sometime use illegal content, for example download a
movie or a soundtrack via torrents, Pirate Bay etc.
Concerning the right of freedom to express themselves, especially in social media they are very careful on
what they are posting, commenting, sharing because if they post something that is inappropriate such as a
racist content, social media users have the capability to disapprove or report their actions. In this way, online
public opinion can tackle somehow cyberbullying.
- And in overall, do you think this concept is important, actual in nowadays context? Or is it rather an excessive
set of rules and values which are clear and obvious? In other words, since we know the basic values of
citizenship, maybe we don’t need to speak about digital citizenship because we already bring these values to
the virtual space?
All participants agreed that Digital Citizenship, is a concept that needs to be understood and adopted by digital
citizens. More specifically, participants said that is critical for young people to learn from an early age how to
be good citizens online, as internet/social networks are part of our lives. It is therefore critical for schools and
universities to provide such kind of trainings as an added effort to teach digital users the rules of digital
citizenship or digital ethics.

Participants also pointed out that nowadays the internet is filled with cyberbullying, online crimes, fraud and
lots more. “In this situation, it is crucial to prepare people from a young age to live in a world full of
technology”.

QR-3. Learning needs
- Which are the areas of digital citizenship that you would like to explore more in detail and gain skills to apply

them in your daily personal and professional life? What kind of learning opportunities would you prefer?
Concerning the learning needs, facilitators presented the 9 elements of digital citizenship (Digital Etiquette
Digital Access, Digital Communication, Digital Literacy, Digital Commerce, Digital Law, Digital Rights and
Responsibilities, Digital Health and Wellness, Digital Security) in order to prioritize them in terms of their
learning needs. Each of the participants were able to prioritize 3 elements, which they would like to explore
more. Below the results:
1. Digital Security
2. Digital Law
3. Digital Health
Participants chose the 3 elements as the most important.
- What tools and methods do you prefer to integrate the concept of digital citizenship in your daily working
practice?
Participants stated that they will prefer a blended training combined F2F sessions and online. Also they added
that, it is important to produce visual material, memes, comic books, videos, infographics and not the
traditional reports, learning material in order to attract the interest of young people.

EXECUTIVE SUMMARY
DC-FIND. Key findings

Desk Research
The rapid technology advancement and its excessive use highlighted a strong impact on the development of
digital policy initiatives. In Cyprus, to ensure country’s economic development and competitiveness, the
government introduces measures related to digital embedment in all social and economic sectors.
The embedment of digital technology in education, youth, business and economy sectors are among the
priorities founded in the national frameworks of Cyprus. The government emphasizes the enhancement of
use of digital technologies, the improvement of the citizens’ access to information and culture, the
improvement of job opportunities and the promotion of modern and an open e-Government.
Financial support schemes have been created by the government in order to promote entrepreneurship
culture in the digital community while these schemes emphasize youth participation. For the purpose of
integration of young people in the labor market the government developed youth employment measures
giving priority in the information technology and technology area.
Moreover, digital citizenship initiatives take mostly the form of training programmes and workshops. Digital
citizenship is not included in the national curriculum nor the youth policy or digital strategy in Cyprus as such.
Nevertheless, the government develops measures related to advancing democratic values and citizen’s
participation in the digital community.
In Cyprus there are national strategies covering training measures in the areas of ICT in schools, and training
and research projects in the area of digital/media literacy. National curriculum includes ICT and the Ministry
of Education and Culture emphasizes the need for digital prosperity in education. The government supports
initiatives which demonstrate digital citizenship awareness in education. Young people are being offered
courses and workshops related to media education. The government introduced the digital environment and
the use of digital devices at the primary level in the Cyprus Curricula 2010. However, there is no ICT curriculum
in primary education but many ICT practices and strategies have introduced in order to use media for learning
process.
Organizations and bodies have been established which aim at contributing to the youth policy of the country
and youth work. In the last years, such organizations developed courses which focus on the digital
participation and inclusiveness tackling human rights abuses on the internet. As previously mentioned, an
example of such is the campaign by Youth Board of Cyprus called ‘No hate speech movement’.
Further so, digital citizenship tools and resources for youth workers in Cyprus take the form of training courses,
funding schemes and events’ youth participation that all aim to boost democratic citizenship in the digital
arena. However, there are no possibilities offered to youth workers to validate and to develop professional
qualifications at universities, higher education institutions and training institutions in Cyprus. Also, a national
Youth-work foundation, Institute of Youth work funded by the country's public authorities does not exist.

Digital Citizenship and Young People: Quantitative Data
50 young people shared their views and opinions according to Digital Citizenship. The below findings give an
overview of the quantitative analysis of the skills and knowledge of 50 young people who participated in the
online survey created within the framework of the project “DICIPASS4YOUTH”. The answers were analyzed by
the national research team. Below the main findings:
•

More than 60% of the respondents have never heard the term of digital citizenship.

•

Although the vast majority of young people have never heard the term “digital citizenship”, they
seem to be quite familiar with some of the 9 elements of digital citizenship. Young people
mentioned that digital citizenship is a term that defines digital citizens’ behavior, rights and
responsibilities as digital citizens, the know-how to use online social media, digital skills which
represents some of the 9 elements of digital citizenship (digital literacy, digital communication,
digital etiquette).

•

According with the vast majority of the young people, the most important elements of digital
citizenship according to respondents:

1. Equal access to digital technologies and online resources to all young people despite their
socioeconomic status, disability, geographical obstacles and other factors (Digital Access).
2. Careful, responsible and safe use of digital communication tools (email, messaging, blogs, social
networks) (Digital Communication).
3. Understanding and following legal requirements in a digital environment (e.g., avoiding pirating sites,
plagiarism, etc.) (Digital Law).
•

More than 50% of the respondents stated that there is difference between being a street citizen
and online citizen.

•

Taiwan and Thailand are the first 2 countries with the fastest Internet speed

•

Young people are aware of Digital commerce element which refers to buying and selling electronics
responsibly.

•

Young people are aware of the Digital Communication element which refers to the use of digital
devices to interact/communicate with others and the proper way to do it

•

Digital Literacy: young people are digital literate as they have the ability to find and critically assess
information i.e understand when a photo is real or fake.

•

Digital Etiquette: Young people are aware of when to right an informal and formal email.

•

Digital Law: Young people are aware of copyrights infringement

•

Digital Rights and Responsibilities: Young people are of digital rights and responsibilities definition,
meaning having the right and freedom to use all types of digital technology while using the
technology in an acceptable and appropriate manner.

•

Digital Health: Young people understand that the extensive use of internet can cause spinal cord
problems, isolation, headaches and eyestrain.

•

Digital Security: Young people are aware of the Digital Security element which refers to various
ways of protecting computer's internet account and files from intrusion by an outside user.

•

More than 70% have never attended a training course focused on Digital Citizenship.

•

Most of the respondents are interested to participate in this kind of trainings in a more flexible
way, based on Blended learning methodology, online and offline.

Digital Citizenship and Youth Workers: Quantitative Data
26 youth workers from Cyprus participated in the Quantitative Research. Most of the respondents are
currently working in the Youth Board of Cyprus, Ministry of Education and Culture and Ministry of Labour,
Welfare and Social Insurance. The below findings give an overview of the quantitative analysis of the skills and
knowledge of 26 youth workers who participated in the online survey created within the framework of the
project “DICIPASS4YOUTH”. The answers were analyzed by the national research team. Below the main
findings:
•

Although the majority of them have never attend a training course on Digital Citizenship, most of them
are aware of how to use Internet and technology in an appropriate manner.

•

Youth workers stated that the 3 most important elements of digital citizenship to young people:

1. Equal access to digital technologies and online resources to all young people despite their
socioeconomic status, disability, geographical obstacles and other factors (Digital Access) - 46.15%
2. Respect for the rights and responsibilities in the digital world (Digital Rights and Responsibilities) 57.69%
3. Ensuring the security of hardware and personal data while online (Digital Security) - 50.00%
•

Youth workers believe that, the main reason of slow and inadequate integration of digital citizenship
elements in youth work is the lack of Advisory and mentoring for young people. More than 50% agreed
on the lack of Advisory and mentoring. As the second insufficiency of digital citizenship integration, the
youth workers identified the lack of training opportunities (19.23%).

•

Most of the respondents are interested to participate in a training for Digital Citizenship in a more
flexible way, based on Blended learning methodology, online and offline.

DC-CR. Conclusions and recommendations
-

Based on Desktop Research

Digitalization has brought a series of fundamental changes to the way we live our lives and has seamlessly
penetrated all aspects of post-industrial societies. The advancement of technology in the last years has
impacted not only in society but also in economy of the states. This rapid growth of digitalization led into a
perquisite by governments to adjust to changes technology brings and create national reforms which aim at
using technology in order to enhance online access to benefit citizens, businesses and employees.
Ensuring the effective transformation in the digital era, digital citizenship needs to be promoted. Specifically,
digital citizenship refers to the great responsibly by both citizens and governments to use technology in a
responsible manner. The European Union in the last years has developed actions to promote digital citizenship
education including safety and protection of citizens in the digital environment.
The role of ICT in raising productivity and living standards is critical as the major difficulty to utilising the power
of ICT is the lack of digital skills. In order to address this problem, the European Commission together with key
stakeholders launched a Grand Coalition for Digital Jobs in March 2013. The Coalition is a multi-stakeholder
partnership that aims to help business, education providers and the public sector to collaborate to attract
young people into ICT education and increase the number of ICT practitioners in Europe. As a consequence,
the Grand Coalition will achieve synergies and partnerships for creating an attractive environment that
leverages the ICT to increase employment, particularly among young people, and ensuring digital literacy for
all through lifelong learning programmes.
There are some recommendations for organisations and teachers can follow in order to improve their digital
skills in their classrooms and in their everyday life. The ICT professional training programmes should include a
clear structured syllabus, globally acceptable and topics based on e-Learning technologies. It is important to
include a validation method within the training programmes to assess their knowledge and skills. Another
recommendation is to provide questionnaires and statistics for ICT skills levels to public employees, teachers,
and students at all education levels. In addition, the digital literacy framework should include modules such
as e-Inclusion, e-Citizen, e-SME, e-Society and to take into consideration the dominance of social media.
Hence, while the use of digital technology is endorsed in national frameworks, the role of digital citizenship in
education and youth policies needs to be enhanced. Youth workers also, need to be able to overcome any

challenges they face in digital communication with young people. Thus, training opportunities and courses
addressed to youth workers in relation to digital communication and digital citizenship is further proposed.
- Based on online survey for YOUNG PEOPLE and YOUTH WORKERS and FOCUS GROUPS
Although most digital citizenship related trainings in Cyprus are carried out as part of National strategies by
both formal and non-formal educational organisations, young people and youth workers are still not fully
aware of the digital citizenship definition and its 9 elements. According to collected data, the 9 elements must
be taught firstly in schools as most of young people are using tablets and mobile devices from a very early age.
Youth workers are lacking knowledge concerning the Digital Security, Digital Law, Digital Health. According
with the vast majority of the young people, the most important elements of digital citizenship are Digital
Access, Digital Communication and Digital Law.
It seems that both Young people and Youth Workers pointed out the need for formal and non-formal
institutions to integrate DIGITAL CITIZENSHIP training in education for Young People. It is very important to
integrate such kind of training in the school agenda but also to train youth workers in order to help young
people to use technology in an appropriate way and support them in becoming responsible digital citizens.
Last but not least, these kind of trainings must integrate visual learning material and not just follow the
traditional training style, as it can help students/young people to better engage with materials, improve the
ability to recall facts and retain learning and enable them to see and conceptualize the 9 elements clearly.

Bibliography
1. Cyprus Profile (2019) Cyprus to establish ministry for Digital Strategy, Research and Innovation. Available at:
https://www.cyprusprofile.com/en/articles/cyprus-to-establish-ministry-for-digital-strategy-research-andinnovation/
2. Cyprus Radiotelevision authority (2015). Κείμενο εργασίας – Παιδεία για τα Μέσα. Available at:
http://www.crta.org.cy/images/users/1/Media%20Literacy-white%20paper%204.1.17.pdf
3. Directorate General (2019) Europe 2020: Cyprus National Reform Programme 2019. Available at:
https://ec.europa.eu/info/sites/info/files/2019-european-semester-national-reform-programme-cyprusen.pdf
4. EsafeCyprus (n.d). Έγγραφο Εθνικής Στρατηγικής. Available at: https://www.esafecyprus.ac.cy/ethniki-stratigiki
5. European Confederation of Youth Clubs (2019) Five points on youth work in Cyprus. Available at:
https://www.ecyc.org/news/five-points-youth-work-cyprus
6. European Schoolnet & University of Liege Psychology and Education (2012). Survey of schools: ICT in
education. Available at: http://ec.europa.eu/information_society/newsroom/image/document/20183/cyprus_country_profile_2F7A7B69-E8FA-A058-6272571F0C634B83_49431.pdf
7. European Commision (2014). Measuring Digital Skills across the EU: EU wide indicators of Digital Competence.
Available at: https://ec.europa.eu/digital-single-market/en/news/measuring-digital-skills-across-eu-eu-wideindicators-digital-competence
8. European
Schoolnet
(2012).
Survey
of
schools:
ICT
in
Education.
Available
at:
http://ec.europa.eu/information_society/newsroom/image/document/20183/cyprus_country_profile_2F7A7B69-E8FA-A058-6272571F0C634B83_49431.pdf
9. Masouras, P., & Konis, D., (n.d). e-Skills: Status and Prospects in Cyprus. Available at:
http://www.mcw.gov.cy/mcw/dec/dec.nsf/all/6135AFD476EAE1D14325795600352366/$file/e-Skills%20%20Going%20Local%20II%20V1.1.pdf?openelement
10. Ministry of Communications and Works Department of Electronic Communications (2012). Digital Strategy for
Cyprus.
Available
at:
http://www.mcw.gov.cy/mcw/dec/digital_cyprus/ict.nsf/3700071379D1C658C2257A6F00376A80/$file/Digital
%20Strategy%20for%20Cyprus-Executive%20summary.pdf
11. SigmaLive (2017). Το Υπουργικό ενέκρινε Εθνική Στρατηγική για διαδίκτυο. Available at:
http://www.sigmalive.com/news/politics/476933/to-ypourgiko-enekrine-ethniki-stratigiki-gia-diadiktyo
12. Papaioannou, T. (2011). Assessing digital media literacy among young people through their use of social
networking sites. Journal of Social Informatics,8(15), 36-48.
13. Youth Wiki (2017) Youth Policies in Cyprus 2017. Available at: https://eacea.ec.europa.eu/nationalpolicies/sites/youthwiki/files/gdlcyprus.pdf
14. OECD (2019) ‘Impact f technology use on children: exploring literature on the brain, cognition and well-being’.
Available at:
http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=EDU/WKP%282019%293&docLang
uage=En

P . N . 2019-1-DE04-KA205-017888

JEC

I

F

MA I

P OJEC

AC ON M: DICIPASS4 O

OJEC
FO
O

I LE: DIGI AL CI I ENSHIP FO
O
H: E
H EMPO E MEN AND PA ICIPA ION

P OJEC
KE

OPEAN DIGI AL CI I ENSHIP PASS

EFE ENCE: 2019-1-DE04-KA205-017888 P OG AM:

AC ION 2 COOPE A ION FO

EBSI E: H
CONSO

H

INNO A ION AND E CHANGE OF GOOD P AC ICE

P://DICIPASS.E /

I M:

HE E
OPEAN COMMISSION S PPO
FO
HE P OD C ION OF HIS P BLICA ION DOES NO
CONS I
E AN ENDO SEMEN OF HE CON EN S HICH EFLEC S HE IE S ONL OF HE
A
HO S, AND HE COMMISSION CANNO BE HELD ESPONSIBLE FO AN
SE HICH MA BE
MADE OF HE INFO MA ION CON AINED HE EIN.

